Data Leaks in health data transition



Where data can be attacked?

BPM=80

BPM=80



Between phone and cloud!

BPM=80

BPM=80



Connection between phone and storage

Encrypted data

»
»

Why?

* Secure storage

* Legal prosecution
* Internet traversal



Internet and TLS

Secure Socket Layers (SSL) -> Transport Layer Security (TLS)

Encryption and Internet

<40% 2013 (Edward Snowden on JRE podcast)

50% Oct, 2018 (Sandvine's Global Internet)

80% Oct, 2019 (Edward Snowden on JRE podcast)

95% Oct, 2020 (“HTTPS encryption on the web” Google)



How TLS works

1. Client validates ownership of server’s public key
2. Securely generating and exchanging a session key
3. Encrypt the transmitted data



CA and certification

Google CA

https//:www.secureband.com

public_certificate = 123456789

+

SecureBand



CA and certification

Google CA —— sub-CA ——

https//:www.secureband.com

public_certificate = 123456789

+ SecureBand



What doesn’t TLS conceal?

* the contacted site

* the length of the rest of the URL (Example.com/secreturl)
* the length of the HTML of the visited page

* the number of other resources (e.g., images, iframes)

* the timestamps.

*|P

Wireshark, tcpdump, snort



TLS in smartbands apps



Connection between phone and storage

Encrypted data

»
»

Why?

* Secure storage

* Legal prosecution
* Internet traversal

TLS shows the length of the HTML of the visited page!!



Learning the ground truth



Man in the Middle proxy

kK

(1) decrypts the traffic

(i) examines the packet contents

(li)) re-encrypts the traffic Burp Suite
(iv) sends the traffic to its destination. Fiddler



| [D;shtm;m | arget ]pmq | intruder ]’R-epentw | seauencer | Decoder | Comparer | Extender | Project options | User options |
[ Intercept |NmmTWehSouke‘tshismry | options |

| Filter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title | comment |TLs [P | Cookies
103 hitpsiapp-analytics-us.huamic.. POST  Japiv3/app/coliect/android 201 114 v 34208199.39

104  hitpsiapimift-us2huamicom  POST  jvl/datalband_datajson?r=1abac8fe-3... v 200 482 1SON json v 4424117188

105 https:/api-mifit-us2. huami.com POST Ivlidata/heart_rate json?r=1abac@fe-3... v 200 482 JSON json v 4424117166

EAN J

| mequest | response |

JMIPunmIHmIHu]

POST /wl/data/heart_rate.json?r=labac8fe-39d3-46f4-8eb3-5debB87da205f&t=160268455%9364 HTTP/1.1

2 hm=privacy-diagnostics: false
3 country: US

4 cv: 50362_4.6.1

5 appplatform: android_phone

€ appname: com.xiacmi.hm.h

7 hm-privacy-ceip: true
} X-Reguest-Id: 04463d4%7-1c%f-48a8-%bcl-58f8aceeldTd

-

10 timezone: Europe/Athens

11 channel: play

12 apptoken:
UQVEQFJyQktGE1p6QkpbR1SLR15gek4uXAQABARRARAKI-BgoYmzp3d4yDI8zfv0£3whnER4GEChVuVTzpeMMEczdjgJFrLl1Ej ZtwKokAt xdmxpx 9xRO6cwOp8GLEzi0CAMWN_h4J50xWR_R3csh5ucY£f67D24-qUU2qUCiZuvVeG4Fhe_eHOXL_V1j-vKDa
ExfpIlJfOsRkDLDxZRYFpA

13 lang: en_US

14 Content-Length: 345

15 Content-Type: applicati

1€ Eost: api-mifit-us2.huami.com

17 Connection: close

n/z-www-form-urlencoded

8 Accept-Encoding: g=ip, deflate
15

userid=30355825065appid=428135509242707968&callid=1602684555362&channel=play&country=US&cv=50362_4.¢6.l&device=android_28&device_type=android phone&heart_rate=
152!73!22:ime122i35150268455312c122za:n!22l3a12250!3013n122!2c‘22nypeiZZianzizctzZdevi:e_idiz2!3&122EEZS71FFFEEBSDsdizz%zctzzsnuxcnlzzlSAZSQTDlth;anq=en_uSs:1me:one=Eurape&:EAthens5v=:.c

]

[{"time":1602684553,"rate":"SQ==","type":2,"device_id":"EE2871FFFEBB8084","source":25}]



MITM and certificates

C =MITM certificate C = StorageCertificate



MITM and certificates

) 4

C = StorageCertificate




Trusted certificates

Need to install MITM certificate

& Trusted credentials
System  User

AC Camerfirma S.A.
Chambers of Commerce Root - 2008

AC Camerfirma S.A.
Global Chambersign Root - 2008

ACCV
ACCVRAIZ1

Actalis S.p.A./03358520967
Actalis Authentication Root CA

AddTrust AB
AddTrust External CA Root

AffirmTrust
AffirmTrust Commercial

AffirmTrust
AffirmTrust Networking

AffirmTrust

AffirmTrust Premium

AffirmTrust

d O O

8 68/ 8/ B8 BIBIBIG

)



Certificate pinning

Smartband_APP

keys:

Certificatel

Certificate2




Disabling pinning

reverse-engineering toolkits
* Frida
» Xposed framework



App structure

start

disable!?
| check yes? ,
keys
no?

continue

\ 4

abort




Data leaks



Data leaks

Encrypted data

»
»

plaintext data

heartrate: 80 - ABCDEFGHIJKLM (13 char)
heartrate: 100 — ABCDEFGHIJKLMN (14 char)



Attack



wearable
device

mobile
app

honest but
curlous ISP

N\

storage



Attack

* obtaining a copy of the smartband

« discovering the ground truth

* Inferring the data leaks from encrypted traffic
* mass profiling end users of smartbands



| [D;shtm;m | arget ]pmq | intruder ]’R-epentw | seauencer | Decoder | Comparer | Extender | Project options | User options |
[ Intercept |NmmTWehSouke‘tshismry | options |

| Filter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title | comment |TLs [P | Cookies
103 hitpsiapp-analytics-us.huamic.. POST  Japiv3/app/coliect/android 201 114 v 34208199.39

104  hitpsiapimift-us2huamicom  POST  jvl/datalband_datajson?r=1abac8fe-3... v 200 482 1SON json v 4424117188

105 https:/api-mifit-us2. huami.com POST Ivlidata/heart_rate json?r=1abac@fe-3... v 200 482 JSON json v 4424117166

EAN J

| mequest | response |

JMIPunmIHmIHu]

POST /wl/data/heart_rate.json?r=labac8fe-39d3-46f4-8eb3-5debB87da205f&t=160268455%9364 HTTP/1.1

2 hm=privacy-diagnostics: false
3 country: US

4 cv: 50362_4.6.1

5 appplatform: android_phone

€ appname: com.xiacmi.hm.h

7 hm-privacy-ceip: true
} X-Reguest-Id: 04463d4%7-1c%f-48a8-%bcl-58f8aceeldTd

-

10 timezone: Europe/Athens

11 channel: play

12 apptoken:
UQVEQFJyQktGE1p6QkpbR1SLR15gek4uXAQABARRARAKI-BgoYmzp3d4yDI8zfv0£3whnER4GEChVuVTzpeMMEczdjgJFrLl1Ej ZtwKokAt xdmxpx 9xRO6cwOp8GLEzi0CAMWN_h4J50xWR_R3csh5ucY£f67D24-qUU2qUCiZuvVeG4Fhe_eHOXL_V1j-vKDa
ExfpIlJfOsRkDLDxZRYFpA

13 lang: en_US

14 Content-Length: 345

15 Content-Type: applicati

1€ Eost: api-mifit-us2.huami.com

17 Connection: close

n/z-www-form-urlencoded

8 Accept-Encoding: g=ip, deflate
15

userid=30355825065appid=428135509242707968&callid=1602684555362&channel=play&country=US&cv=50362_4.¢6.l&device=android_28&device_type=android phone&heart_rate=
152!73!22:ime122i35150268455312c122za:n!22l3a12250!3013n122!2c‘22nypeiZZianzizctzZdevi:e_idiz2!3&122EEZS71FFFEEBSDsdizz%zctzzsnuxcnlzzlSAZSQTDlth;anq=en_uSs:1me:one=Eurape&:EAthens5v=:.c

]

[{"time":1602684553,"rate":"SQ==","type":2,"device_id":"EE2871FFFEBB8084","source":25}]



Mass profiling

 gathering all relevant IPs
« traffic filtering
« applying metadata rules



Why attack and smartbands?

« Controllable synchronization of activities.
« Absence of any countermeasures.
« Constant pull of possible IPs.



Detecting the adversary

 [SP?
* Country?
* Legislations?



Possible countermeasures

* Modifying plain text — cipher text size ratio
» Concealing frequency of packets transmission
* Introducing randomness for order of packets



